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The Computer Fraud and Abuse Act (CFAA), 18 U.S.C. § 1030, is a civil and criminal Legislative Attorney
cybercrimdaw prohibitinga variety d computerrelated conduct. Although sometimes descri

as an anthacking law, the CFAA ismuch broaden scopelndeed, it prohibits seven categorie

of conductincludingwith certain exceptiorand conditions

Obtainingnational security information through unauthorized computer aaoeksharing or retainirig
Obtainingcertain types ahformation through unauthorized computer access;

Trespassing in a governmentcomputer;

Engaging in computdrased frauds through unauthorized computer access;

Knowingly causing damage teertain computers Byansmission of a program, information, caztegommand;
Trafficking in passwords or other means of unauthorized access to a computer;

Making extortionate threats to hammomputer or based on information obtained through unauthorized accessto a
computer.

No garMwdpE

Since the originalenactment of tBEAAin 1984 technology and the human relationship to it have continueddiue
Although Congress has amended the CFx¥numerous occasiottsrespond to new conditions, the rapid pace of
technological advancemetntinues to present novellegalissues under the staduiexamplewith increasing
computerization has come a corresponding proliferatidieohs of Servic€ToS) agreements-contractual restrictions on
computeruseButfederal courts disagree onwher the CFAA imposes criminal liabilifpr ToSviolations and théJnited
States Supreme Courtdarrentlyconsidering a casmthis issueAnothettechnological development that lasated
tensionunderthe CFAA therise of botnetsvhich arenetworks of compromised computers often usedylyercriminals.
Althoughthe CFAA prohibits creating botnets and using themto caransdincrimes, it is unclear if selling orrenting a
botnetviolates the statuteapotential concern given thiabtnet access oftenrentedrombotnet broker$On a more basic
level, another change that has prompted some reexamination of the CFAAee thieglygrowingfrequency of computer
crime. Some contend that the prevalence and perniciousness of hacking requieapiivatalefend themselvésy
hacking back-that is jnitiating some level of intrusion into the computer of ihigial attackerThe same provisions ofthe
CFAA that prohibit hackingstensiblyalso make it a crime to hack baakjichsome legislatiohas soughtto change.
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Introduction

Today, with croempaulteenrts tnHohrhet opintp i ta Baecdtoir vei,t i es s uc h
hackimgrusions““nrotceoempatae®sasryes toanmkoao p ldaact ca.
exampdel] ul g @M1, i ¢ i otuesmpaocrtaorri 1y coopted the socia
prominent politicians as part DTfhaatnwsaapdpea r e nt s ¢
domestic and forewgmnm nicnhat cekhdantg echwr &€ b magwe mdalileasg ¢ d
Rusarnhee | iteovsldeyi ng on cor onavia uldn ivtaecde iSntea treess eaanrdc
elsewhaerlkier Fadé&fNaD,Burtheau of Investigation ( FI
COVEIDx el at e de mpahimhsesk smges designed to trick recip
personal information s o tthhee srédsmedngpn tmay dbaaks s,
accofunt s

Congress was prescient about the ubiquihtey of ¢
Computer FraudChAadl) &b wmdé cAcitmi nal al arva ntghea tofpr oh
compbtasred b3Whad Inmomabse.r o f fneadye rbael reetolavtvaattngts nt go

y
i

1 According to the United States Census Bureau (Census Bureau), by one measure only 8% of households had a
computer in 1984CAMILLE RYAN & JAMIE M. LEWIS COMPUTER ANDINTERNETUSE IN THEUNITED STATES: 2015 U.S.
CENSUSBUREAU?Z2 (Sept. 2017 https://mww.census.gov/content/dam/Census/library/publications/2017 /a8 qudf
That same repoindicatedhat the percentage increasedto 87% of households in 298 m 84% in 2013d. For

its part, the Federal Trade Commission has estimatedthat 50 billion devicee aihnectetb the Internet of Things
(1oT) in 2020, afigure that includes interrenabled devices such as smart appliances and fitness trdel@EAL
TRADE COMMISSION, INTERNET OFTHINGS: PRIVACY & SECURITY IN ACONNECTEDWORLD i (Jan. 2015),
https://mmw.ftc.gov/system/files/documents/reports/fedératie commissionstaff-reportnovembe-2013-workshop
entitledinternetthingsprivacy/150127iotrpt.pdffor a review of Computer Fraud and Abuse &ZEAA) issues

unique tothe loT, see generally Sara Sun Beale & Peter Baaggjng the Internet of Things: Vulnerabilities,
Dangers, and Legd&esponsesl6DUKE L. & TECH.Rev. 161,162(Feb. 14, 2018). As discussed below, these devices
are computersin the context of the CFA&fee infra§ Computer ”

2 United States v. Valle, 807 F.3d 508, 525 (2d Cir. 2015).

STnm 2019, the Federal Bureau of Investigation’s (FBI) Inter
regardinginternetenabledcrimes a n a v e r a g300 evdry dayeFBIr201P Internet Crime Report Released

(Feb. 11, 2020https:/mww.fbi.gov/news/stories/201iiternetcrime-reportreleaseed21120 T he actual nmber of

computer andinternet crimes is almost certainly higher, as many may escape deteitédy SeeBeale,supranote

l,atl67-6 8 ( “ Additionally, in ma nwaytkmowwhenctbeir.sdavinesthavelleenve 1 it t 1 e
compromised. .. [as] [m]any objecsnnected to thmternetcontinue to serve the function for which consumers

purchased them long afterthe s o ft war e b eseealsddichel CukiereStudyrHackers)Attack Every 39

SecondsA. JAMES CLARK SCH. OFENG’G(Feb. 9, 2007 )https://eng.umd.edu/news/story/studgckersattackevery
39-seconds#:~:text=A%20Clark%20School%20study%20is,attackers%20more%20chance%200f%20success

(concluding that computers connectedto the imgéare attacked e very 39 seconds on average” by
4 Philip Ewing, Twitter Attack Underscores Broad Cyber Risks Still Facing U.S. ElegtdR® (July 17, 2020),
https://mmw.npr.org/2020/07/17/892044086/twititackunderscoredroadcyberrisks still-facing u-s-elections

5 Chris Fox & Leo Kelion,Coronavirus: Russian Spies Target Covifl Vaccine ReseargBBC (July 16, 2020),
https://wwmww.bbc.com/news/technolog8429506

6 CRS Legal Sidebar LSB10448n Overview of Federal Criminal Laws Implicated by the CODPandemigcby

Peter G. Berris

"ThisReportitestoc i vil CFAA opinions as “most of the published case
rather than the criminal context” and “[c]Jourts generally u
interchangeably absent an indicatioath Congr ess i nt e n d@©RNSKERRCQMPUTERGRIVE a ppr oach . ”
LAaw 31, 75 (3ded. 2013).

8H.R.REP.N0.98-894,at 10 (1984Y([ B] y combining the ubiquity of the telepho
computer, awhole new dimensionofati nal act ivity becomes possible. ”).
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nefacompatersvu ¢ h e adsi stchuosssfe¢ dCeFasdhsd ies pmeashtaps t he
rel eavsalnats been @chsec mobaed ianpor tant piece of U. S.
comput e MPAmoinmge ot her t hings petrblomE&HAA @ riothtid,i t s
dama giancgguionrf agmation from cer,t aaisns wmitnegg otrhiee su soef
authorizatiodl hdpaeblsatcudcaowrdudnvokevaheeCHFAATt o

compbtsaccdt i ¥Nd¢ v e tsheerhee shsa, v et hsautg gtehset erdapi d pace o
technologiaalndehpngpo obmaesons of the CFAA out moded
tnew technomogiag ewgbe¥ crime threats

This repartboapedof dws @GhAAlegal issues under the
about by techwothgipordmaclargiphnelise d®mn & her ChiAAa
The rbeepgoirnts with a history of the CFAA, before d
t htthre statute prohibits. After summarizing the
violations, the report provideke ai stkeert esht offornt htr
116th Cornlghree sfsir st is whether the CsoAA Tanpms es ¢
of ServicechAgnrtpbmaemisg r i c ©¢ mpunstTohneu sSee.e vamldv e s

the problem of indiwmne@hadsheet wbrikmsg odcecnrfecteoedbo
often used byt rcaynbsetrhcariiommanya Insot be #?PThiegd] wuhder
Report describes the Ilegal st atwhse roef ,t haan dvidetbiant
computerrdsnpomds omy hacking back against the or

History of the CFAA

By many accounts, the histeotrhied @ Hhr WaGaemldsAA begin
starring Mat®& ha®a BBs & d st dckhka r amc tr ¢hih @ h1 is ccuhso o |

9 For example, relevant provisions might include, among others, federal laws criminalizingwire fraud under 18 U.S.C.
§ 1343, cyberstalkingunder 18 U.S.C2Z61A, the interception of electronic communications unddy B3C. § 2511,

or the unlawful access of stored communicationsunder 18 U.S.C. § 2701. For an examination of howthese and other
statutes apply to cybercrime, see generdllg. DEP’T OF JUSTICE, COMPUTERCRIME & INTELLECTUAL PROPERTY

SECTION, CRIMINAL DIVISION, PROSECUTINGCOMPUTERCRIMES (2015) https://mww.justice.gov/sites/default/files/
criminalccips/legacy/2015/01/14/ccmanual.pdf

10 DANIEL ETCOVICH& THYLA VAN DER MERWE, COMING IN FROM THECOLD: A SAFE HARBOR FROM THECFAA AND THE

DMCA 8§ 1201FORSECURITY RESEARCHERSBERKMAN KLEIN CTR. RSCH. PUBL’N NO. 20184, HARVARD UNN. 7
(2018),https://dash.harvard.edu/bitstream/handle/1/37135306/ComingOutoftheCold_FINAL.pdf#page=11

1118 U.S.C. §1030.

12 SedU.S. DEP’T OF USTICE, supranote9, at 35 (providing examples of the types of conduct that begyrosecuted

under just one of the CFAA’s subsections).

13 see, e.gAndrea M.Matwyshyn & Stephanie K. PeBroken 32HARV. J.L.& TECH. 479,481 (2019) ‘OJur

definitive computer intrusion statute, tf@FAA], belies its lastcentury crafting, asit strainsder the new threat

vectors leveraged by this centisfformidableatt a ¢ k e r s . 7 ) ; A ReevallatingBhe Cdinpar Fralud e b ,

and Abuse Act: Amending the Statist&xplicitly Address the Cloy86 FORDHAM L. REV. 767, 770(2017)
(expressingioppirnaicotni ¢ ch a[tt h“e CFAA] has not éandexainiagpbl e t o keep
whether the law adequatefyotects computers connectedhe cloud); Marcelo Trianés Selling Malware A Federal

Crime?, 93N.Y.U. L. Rev. 1311, 1315 (2018) (examiningwhether the CFAA prohibits the saleadfvare).

14 See generallCRS Legal Sidebar LSB1042Brom Clickwrap to RAP Sheet: Criminal Liability under the Computer

Fraud and Abuse Act for Terms of Service ViolatidsysPeter G. Berrigexamining judicial disagreement on the

breadth of the CFA with respecto Termsof Service Agreement&olations).

15seeinfrag B6tnet Trafficking ”

16 Seeinfa § HackingBack ”

17 WARGAMES (Metro-Goldwyn-Mayer Studios 183).

18 gedrred Kaplang War Gamesd and Cybersecur iNYyTomes (Beb b9t 2016 a Hol | ywood
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st udiemtr,]l y starts Wocrcleds sWasmptulhlelr wshysnt tmi tcod t r o1 1
St atuwecshe s a1t a ki ngf drthea s yisntteenr ¥ Ehtei vee vviied e o g a me .
depiction of ctolinep adgaewrg e r ¢ e lvear naainni hilation c¢coul
kesyt ralwegvas not pobtAcmoakding ad6tverswimgport,
War Games at PCamp dPati Ronaddi Re¢ theghaamifirdtshkee dJ oi nt
Chiefs of Staff whwahbepSTh&ED pibsod meotf's abehde tnoo vbiee

t feevemtesallt of t Peailrt hbalgih eismstidsomenslt in comput er
mabe tbackdat least?®as far as the 1970s

The first cmanjpecrr edmeea € tcmdmet i n  t hCo ufnotrenr foefi tt hAec ¢ e s ¢
DevicCGommuwt er Fraud and Abu*®Wi Abt exthepUdadvnict h ¢ |
pr ohithhistaeddn € to mpbaee d :c o(nldJucotbt aining national s e
t hr ough wuna uttehro raiczceeds sc;o mM{(p2u) obt aining financial
computer access, and (3) tre%kmosws nfdnyg jmtso a gov
mo diyfing], deeoet {dmfpdmgonat icchmp PThke . 1 9f8adc Ad ta
nubmer of @wen ¢ibtdsd anwe b w*Pasncdolpeehbar t ment of Justice
expressed concerncomptt etphreocsteBahudts ifAddntnu Inhtd.B & |,
Congress substantiall ymadreemmnd e Chlahndyfech dl¢9s§ hracko t s =B m
19 8me md nf8Anmto.n g ot he t 9 &nhcimdgmmepndti ieed intent requir
prohibited new ¢antétgdsagordftcohfiucking, damagi
accessing computer SiwP8Bdngr ests fttaehsed ebifreAaAd ¢ .d

https:/mww.nytimes.com/2016/02/21/movies/wargaraascybersecurityslebtto-a-hollywoodhack.html

(describing the birth of federal cybersecurity laws followi
“ War Gi me s I v a retalEls Triakingd\ Robot Hacking?34BERKELEYTECH. L.J.891, 904 (2019)

(“According to popular 1 o War,Gafesardimetdithnhis naRanal geaurity adwisers t he mo vi e
the next day to discuss T ThAGFAAI$ saidtobetheg sat t volfneéehaedhirl deed ¢ ber at
P. Kesan & Carol M. Hayes$/itigative Counterstriking: Selbefense and Deterrence in Cyberspa2®@HARV. J.L.&
TECH.429,492(2012) “ There is some evidence that when pahitialyCFAA was o1
in response to the situations depicted in the action film W

19 SeeRoger EbertWarGamesROGEREBERT.COM (June 3, 1983hitps:/mww.rogerebert.com/reviews/wargames
1983(reviewing and summarizing plot #¥arGamep

20H.R.REP. NO. 98-894, at 10 (1984) (referenciigarGamein discussion ohecessity otomputer fraud legislation).
21 Kaplan,supranotel8.
22 Eytimov,supranotel8, at 904.

28 SeeCRS Report 971025,Cybercrime: An Overview of the Federal Computer Fraud and Abuse Statute and Related
Federal Criminal Lawsby Charles Doyleatn.2 (chronicling legislative history of CFAA).

24 Greg PollaroNote,DisloyalComputer Use and the Computer Fraud and AbAgeNarrowing the Scop€010
DUKE L. & TECH. REV. 12, 4 (Aug. 26, 2010).

25Pub. L. No. 98473, §210298 Stat 1837 (1984) (codifiedat 18 U.S.C. § 1030).

26 5ee, e.gJo-Ann M. Adams,Controlling Cyberspace: Applying the Computer Fraud and Abuse Actto the Internet
12 ANTA CLARA COMPUTER& HIGHTECH L.J.4 03, 422 (1996) (“[ The 1984 Act] protec
financial and credit information. ”).

27 see generall. REP. NO. 99-432, at 69 (1986) (summarizing concerns expressed by DOJ).
28 Adams,supranote26, at 422.
291d. at 423.
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numerous thoowoadiemnn,g both the conduct prohibited
computer s1Tprdatyecct &d. CFAA2deomphtce mafPnadadderatdute

Overview of the CFAA

Ke ¢ FAKer ms

Al 't hough t hper iCiFadrdye ir-kad ¢ b m1t g%t shtea thmtcadkd m@gs not
appear 1in apy oo f3%linbsstsevaadr,i otuhse st atute criminaldiz
onduct tmhaty twphyphded ¢ knisn gvevhIr i @da tylceorfaput e r

@%Fd d vic¢ woefe goornyduct that the CFAA criminaldi
al &etyarams htimagt appea.r Gechreoridglappyuoth itbhiet sSCF AA
¢ tli)st hcamtubtryi eadnd ui &wld it hio ut a”w twhderxiczead d v n
riz’aeddac¢thbrscli2¢s 3 has mp u th e fcnoemapnili tnegrs, o f

“Wit hout a’llatnbdoxrciezeadtsi oanu, t’ Ao ei add ecwoesal to under
scope of the CFAA.

oo ©wvw oo

0o o ®

d
r

u
0

B < @
S oo o

Computer

The CFAA®bafoltndchgyw’a s r®edgctronic, magnetic, optic
or other high speed data processing device perf
incl ladniyngdat a st orage facidiirteyc tolry croemnantneidc attoi oonrs
conjunction wit®Thes uChAAM cewrdaudmat odltyypewriters,
typesetters, portable hanflrbmldtesallefildi bren ah
These 1imited e Xxsc edpetfiidmictmpdides kahfe jCHEANA”thhoew gener a
stasduetfeinition€df oonmpowmoert explaimmy,ddthiecaefin
with an electronic damnampmraaseg?d b susn, doefr whhiec h t he
CFAA,omprust einclude not only laptops and desktops,

30 SeeDoyle,supranote23, at n.2 (listing EAA amendments).
31 See.S.DEP’T OF USTICE, supranote9, at 1-2 (summarizing amendments to CFAA).

32 The CFAA exists against the backdropneimerousstate computer crime laws that are beyond the scope of this

Report.E.g.,VT. STAT. ANN. tit. 13, 8§410107.Computer misuse statuteshdeen enactedn “all fi fty st ates
KERR, supranote?, at 29 accordComputer Crime StatuteAT’L CONF. OF STATE LEGISLATURES(Feb. 24, 202Q)
https://mmw.ncsl.org/research/telecommunicati@mstinformationtechnology/computehackingandunauthorized
acces-laws.aspx(conducting survey of the computer crime laws of all 50 states).

33 SeeEvtimov,supranotel8, a t SiAce itsimplémeration,theCFAMh a s been t he natdon’s predort
hacking law.”).

34 Sedd.
¥Seel 8 U.S.C. § 1030 (proscribing various conduct without us
361d.

37See,egid.§ 1030(a)(2) (prohibiting “intentionanekcgssafccess [ing]
authorization, and obtainirggrtain types oinformation).

38 SeeUnited Statesv. Mitra, 405 F.3d 492, 495 (7th Cir. 2005) (discussing breadth of GEAAespect tahe types
of computersit governs).

3918 U.S.C. §1030(e)(1).
4014d.

41 Mitra, 405 F.3d at 495 (emphasis omitted).
42 United States v. Kramer, 631 F.3d 900, 902 (8th Cir. 2011).
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de viraamsg i ncge Iflrpohoobnjeesc ttso e mbedded with microchips,

microwave ovens, wWatches, and televisions

/ UO0T EGI Ew 66X 001 UU

Several provisions wiotnhienm att heec t GFdA%k nvonppguct oefrhse. a 1 1 y
thithgs CFAA detfddescomppwtercs a‘xtchase vteHat faomre tdie!
financial institution ”er t Hueesteldn iitne do rS taaftfeesc tG onvge
or foreign commetrc P®Conrdomhanvicec aephosassraaed the 1 a
including any comput%®Thuso,nnneocstte dmot doe rt th ec o mpt w tr inne;
subject tso ptrhoet eCaFdAcAdngtse r n ts olfeswilickhesa s s mart appl i
and fitné’Anothackiempartant type of computer tha
protected compuc¢ e mphisste amasnargieerwebs ite®data and
For example, courts havset emincgd vared shartintdget we b
a large websdlt ecmgdaivpd efCited®® asomputers.

431d. at 902-03; accordUnited States v. Nosal, 844 F.3d 1024, 1050 (9th Cir. 20 1®)is means that nearly all

desktops, laptops, servers,smprh ones, as well as -doxyBluRayPplayeroraKyionhdrl e, Nook, X
Internete nabl ed device,’” incaltudigmgldé ¥ ¢nas o m@uotingUnikethStatesw o mput er s |
Nosal, 676 F.3d 854, 861 (9th Cir. 20} Berris,supranote6, at 2 ( de s c r anbrhacking CFAA as “an

law covering most computers, including laptops, desktops, websites, and computerizedde s ” ) .

4418 U.S.C. §1030.
451d. § 1030(e)(2).

46 See, e.ghiQ Labs, Inc. v. LinkedIn Corp., 938 F.3d 985,999 (9th Cir.2q19) The ter m ‘protected c o mp
to any computer ‘used in mmenrnddeacrt icnogmmuwmrt iecrasttiacdne, 'or. f.or.ei gn
effectivelyanycomputerconnectedo thelnternet. . including servergsomputers that manage network resources and

provide dat a t (quoting18&iS.C.c8AG3Q(e)(R)EBy) Gnterhal citations omitied)

“"TAlt hough federal cases specifically examining the CFAA’s a
scarce, thgeneratonsensus amongobservers is that inteemetbled objects qualify as protected computens,

Beale supranotel, at 170accordMatthew AshtonNote,Debuaaina the Real World: Robust Criminal Prosecution

in the Internet of Thing$9ARIZ.L.REV.8 0 5, 8 1 3 Phors)tablety, Filbits, and even public transit cards with

embedded computer chipee all included in thdefinition of aprotected computer ”T)J Wong,Jls My Toaster a

Computer? The Computer Fraud @athedd AGaumpu et @ si Detfhemi Agenofoft
Things CoLuMB. J.L.& Soc. PROBS (Mar. 30, 2019)http://jlsp.law.columbia.edu/2019/03/30/sy-toastera-
computerthe-computerfraudandabuseactsdefinition-of-protectedcomputesin-the-age of-theinternetof-things/

(explaining that the definition of computerincludesa 1 1 Ic€sTeeding ws idata online, such as fitness watches and

voice assistantisn 7" twhe chgancoafn sl @Th,att he CFAA’s definition of
cover items beyond the plain meaning of the term” including

One interesting example from case law is thdtoited Statesv. Peterson76 F. Appx 533 (9th Cir. 2019). In

Peterson the Federal Court of Appeals for the Ninth Circuit considered a vagueness challenge to a condition of

supervised releasemposed on a defendant convicted of possessing child pornogiaphy533. The condition at

issuerestricted the defendant from accessing a computer as defined by the [BFAR534. In agreeing with the

defendant that the condition was potentially overbroad, the court observedtidatrange obbjects fall within the
definition of computerunde t he CFAA, including “r e f Fiibif™ rwatt ccthse swi taln dl nt e r |
certain automobilesd. at n.3. Although the court did not discuss these deviiteslationtot h e p protectede  “
computer,” it described them in a manner that would satisfy
the court noted, Internet of Things devices are (1) computers (2) connectedto the ildernet.

48 hiQ Labs, Inc, 938 F.3cat 999
491d.
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Without Aut horization and Exceeds Aut horized

Nume rporuosvi s i on so nihnp pilhiye t @ E Aallcctwse tnldamtt a”wwt Hor i zat io
héexceeds aut’whecnozmendi ttaicdcnagse d ¢ v®@Fnotr cexmdmpd te , Secti

1030(a)(2) prohibits intentionallnw 2cacessing a
aut hor i zbatta iomi nagn di of or mation from a financial 1ir
protectedOclhoampuprovisions conta¥n nearly identi.
Whitllee CkRAhA at o dhley pllesxezse esdd s aut’hodwi zt hadudccess

aut hor’thaet sam,t ute doeyphnmebref i hkey sodfeffienrntsee e it her
defini‘wiohmofior a’®Ah dlrtilzeavhgh € F A& A pdtodeimitx ¢ e e d s

aut horiZmdafac ces s [ ingwi tah caountphmodr ¢ tzoa ¢uhsoenc cess t o
obtain or alter information in the comnmMputer tha
that deifngdéedsion tthe maadriffve edf pht™Peeization

On a more funHemmatninbebdl goammondtygaedpt 1in
aut horiZeddwatkests a’sthoalivatuonde P6lne dp rhayc ttihcee ,CF
appeansnthhatty to use a ¢ ompautneurmbmeasyf abfic pos it i v
example through an e mpl ovyacrk mvphuot elre t fSo ra #b wsmipn e sy s
or a website that allows us e%Bauttsd lbapcec eosfs it s s e
aut hearnid yt herefore 1t s—Imeragneiladysy doenplenmh et mhe g@K AA e
place¢ed adn aiunt htohrei tsypeci fic conte¥As iam wddeht t hiet
diffinoitrhposd fible to separ afteax caewtdlso raiutt’yh nfdrizam dt a e

“wit hout atatshhosd zmhenparseessainbtortrhdkar i es compatehorize
us®®And those boundaries are hazy umdiehre tehxet eCnFtAA;
t o wautcthorbd yc whagtyad & a d r a ¢ tbhaasl orpepsotsreidc ttioo ntse,c hn ol
restrictions such©®©&as password requirements.

5018 U.S.C. §1030.
511d. § 1030(a)(2).
521d. 8 1030.

531d.

541d. § 1030(e).

55 |d. (emphasis added).
561d. § 1030.

57 See, e.g.United States v. Rodriguez, 628 F.B2I58, 1263 (11th Cir. 2010) (explaining that employee was
authorized by employer to uslatabase).

58 hiQ Labs, Inc. v. Linkedin Corp., 938 F.3d 985, 1002 (9th Cir. 2019) (examining authority to access information on
website servers as byproduct of that information being generally available to the public).

59See, e.gRodriguez628F.3dat1 6 3 (describing scope of employee’s aut horit
specifically that “use of databesdeontyp wihe¢midompe;yrfSomalusinnfe
Facebook, Inc. v. Power Ventures, Inc., 844 F.3d 10887 (9th Cir. 2016) (describing how authorization was

removed by a written cease and desist letter).

60 See, e.ghiQ Labs, Inc,938 F.3d at 1003 (exploring limits of authority based on whether use of a computer fell into
t he “ wit hout ategaryas aresultofa cease ant desist letter).

1l ndeed, there is an unresolved split in the federal court s
“exceeds aut horized ac c wielatidnsgfcontractstestrictingtheiparmissiblé uses bfial i t y f or
given computer, such as employer computer use policies or ToSagreententsactdhat govern the use of a product

such as aebsite.See infray Ttie CFAA and ToS Violations”

62Seeinfra§ The CFAA and ToSViolations” e €cholar has suggested three types of restrictions that may limit
authorized computer use, including: (1) code based restrictions such as passwords roeattsexf programming
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Even if thexmeazdisngut’hfo'wizdduvdac @arkonnzdenon

there 1is sionmel eignidsilcahtaitvoenh hhei wtewoor yy hv @asmadedpond t o
diffeattagwdr uensaut hori 224d teoanpt hiewr i ml e&wmit y wawt f or
authorfrfiaasapphy to out %whe rwh &lulcyh laasc khiancgk e ms ,a u t h
access or use |[MHen rceoinetvraapspteaxceempises mu."horized a
may baea tmppalty t 8surwhi desr employees who have s or
use a computer, butbFKvohro esxtahnppalSes,nt het Reapohoratyguo
the 1986 taometnhdemeGHak Achesr n t hat—whildB Op(rag h(i3b)i t s

trespassing in gwovehkdmka ts cctobfirpawaidetresdcreate a 1 i
government employees and others who are authori
would facédwheasthayi wamut bepddmadtoirddne.ng too t hat r
prevent the applicsaitdieorfSqgonfihilftc @ ctl ha ewvdlewd s @micdir ¥ Jn

criminalize acts in whie@hctthkhdsofafi¢ hditW’gedmpleaxyres

=
=

atever the legislat ise wiitnhtoeuntt ,a”ajmilldadcidzmadtsiiomt e r
aut horcicZdessim @ t ebneteimroalsyy s hmdtas one court opined,
bet ween thaepd¢ &tSosmen sc oumratismmthdwned the distinctior
anodut swideh sr &esxpceecetd st oa et o‘dvi £ hdhodt d @a’at i on

concludineg dtelrast may act without authorization on
terminated by anaaffiasmatanSideisltiasrgluyd b tsgosmre. ¢ o ur t
concl udweidt htohuatt a”aphpodér ¢ xaondwhaoe ohdwdivodoaght t o
compwhat spavhhass e who bypass doas ssvhdbredr wiesgeui r e me
“eircumvent[] techmdPBBygti omlleactres@ripthotuadti cono of
aut ho"hawe¢ibaen applied 1nbgegtohmer cjouurritssd itchtaito nhsa,v
t hiats i ders may acti fwitthheoyu tb racuatchho rai zdauftiyonof 1 oy al

hardware or software to restrict access; (2) contractual restrictions stiehras of Service agreements; and (3) social

norms of computer us&ERR, supranote7, at 46-41.

63 SedJ.S. DEP’T OFUSTICE, supranote9, at 5-6 (recounting legislative histomggardingntended meanings of

exceeds aut horized access” and without authorization

4S REP.N0.1043 57, at 9 (1996) ( denvocgain aedess po acomputer withotts as t hose “
authorization” ) .

653 REP. No. 99432, at 8 (1986).

66SeeS.REP.N0.1043 57, at 6 (1996) (“The amen dmean insiderpvaocekcedsc al ly ¢ o v ¢
aut horized access . . . R
6’S REP.N0.994 32, at 8 (1p869l ydesnsidéenyg &aswacwhieauhorzéddéos e of i ndi
use some computersin their department, use others for which they lack thegomopeh or i zat i on. ” ) .

681d.at 7.

691d.

I nt 1 AilkLgw Citrin, 426 F.3d 418, 420 (7th Cir. 2006). According to Professor Orin S. Kerr,
“technological changes have blurred thetinet we en” t he phrases “without authorizat i

a ¢ c cByiaf of Professor Orin S. Kerr as Amicus Curiae in Support of Petitioner, Van Buren v. United States; No. 19
783,2020 WL 4003433, at *16 (U.S. July 8, 2020).

"See,e.dlMRCHol dings LLC v. Brekka., 58 IRafher,velholdtha &personus8s5S ( 9t h
) a

a computer “without authorization’” under §§ 1030(Ca)(2 n

computer for any purpose (such aswhén@ac ker accesses someone’s computer without
employer has rescinded permission to access the computer an

2gee,egPult e Homes, Inc. v. Labor er,804(6thCir. 201L1) (haldingthat pafty N. Am. ,
did not act without authorization by accessing an “unprotec

73 Brief of Professor Orin S. Kerr as Amicus Curiae in Support of Petitisupranote70, at *16.
“Sed nt 61 Aillpor44 CthF.s3d at 420 (holding that employee’s auth

« 13 ”

Ci
d
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Prohibitel@nf€endubhé CFAA

The CFAA spervoehni bciattse gories of conduct, ranging fr
t o una utohnopraitzeeeds s with a® intent to defraud.

Cyber EspibhalgeS. C. § 1030(a) (1)

Section 7%i0s3 Oa(-eas)p(blo)ym a ge pmoweé s ti apmn ¢ haatstt dainnciensg

and sharing natiohslucdiemfsarimat i mf otr hmatt iloams been
the United States Government pursua@wmt itom an Exe
against unauthorized disclosure for.?reasons of
According to the DOJ, examples of mnational secu
inc feuldaes si fied information oehteicgedipfitem er Depst
data obtained from a D¥PNewvt meihne |pordthseEtnpecr egyyi scioommp u
h abse en irmwaqikfeyd®pea hhps because prosecutors c¢charg
national secur fftedesmflommagti et at n§dl S O (A g ( 19Qverla

Pr os e cumtdiean s§ rldPgwi(rae) (tlhteo geoswteanbmlmerdhb € ¥ € méd n4 s
reasonablBidotubtt he gover nmeddef evodhdati ned dt he pr
natieantisy 1infor M%atcicoens sbecyn ghpnustherm g | w witthor i zat i o

terminatedwhere he breacheddutyyod y al t y and imprope)ly erased employer’s da
75 The content of this section draws heavily from Doglegranote23.
7618 U.S.C. §1030(a)(1) imposes criminal penalties on:

(a) Whoever-

(1) having knowingly accessed a computer without authorization or exceeding authorized
access, and by means of such conduct having obtained information that has been determined by
the Unted States Government pursuant to an Executive order or statute to require protection
against unauthorized disclosure for reasons of national defense or foreign relations, or any
restricted data, as defined in paragraphy. of section 11 of the Atomicyehatrgf 1954, with

reason to believe that such information so obtained could be used to the injury of the United
States, or to the advantage of any foreign nation willfully communicates, delivers, transmits, or
causes to be communicated, delivered, omgnaitted, or attempts to communicate, deliver,
transmit or cause to be communicated, delivered, or transmitted the same to any person not
entitledto receive it, or willfully retains the same and fails to deliver it to the officer oremployee

of the UnitedStates entitled to receive it.

"Doyle,supranote23,at7-7 2 (noting that § 1030(a)(1)ndege slemwsiZaladmdtrac
prohibits the willful disclosure, attempteddisc$ ur e, or failure to return “classified
defense, foreign relations, oaremejt omi ¢ ener gy” when certain
7818 U.S.C. §1030(a)(1).

79 U.S. DEP’TOFJUSTICE, supranote9, at13.

80 SeeKERR, supranote7,at3 0 ( “ Al t hough it is the first in the list of §
have been used. ”).

81See,egqPress Release, DefeSiseDdparpnent LingtfCharged with Esgianage (Mar. 4, 2020),
https://www.justice.gov/opa/pr/defengepartmendinguist-chargedespionagéannouncing charges agaimgtfendant

unde espionage statutes rather than § 1030(a)(1) foralleged conduct including improperly accessing United States
Department of Defense “classified systems” which defendant

to “a foreimnzad tacemmliSiDERTORIISHCE supranote9, at 15 (“In sitwuations wh
1030(a)(1) and a federal espionage statute] . .. are applicable, prosecutors may tend towards using [the espionage

statutes], for which guidance andprécent ar e more prevalent . ”).

82A1t hough the CFAA does not define “knowingly,” and despite
accompanying the 1986 amendment to the CFAA noted that a kn
result is practically certain to follow frSREP.NDiI99432 onduct , wh
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exceant bé 8 Nzoattafbbliy3,0 (bar)o(aldlvelrls ¢ oamp u 6 p pjeussetd t o
protected®Sompmd,era § 1030(a) (1) vesot atbhata hr equi
t he dehfaecdn draenats on tthoe b enlfdoerwneadtfidogmis ¢ t o t”he Unit e c
betanney for e¥®Ehenaeationlittle casenttlawbekxpbobhadbd6
i ntdhiacta tietd s @atmiwhiektedl ey nbaet i onal security infor
t taincdt ¢ ch ¢ wdaesf eanwdaarnet® b fn & hlay, ftalcet .gover nment mt
e fwdialnltf ul l y ¢ denlmuvwneirc[aetde][,d Jt,r a n”¢ thiet [ntage d o nad
umiftoyr madtrit ceqmp o edrot, ® & hceoemdmuni c at i on, delivery,
nsmission of na¢/lThhnal ed emantdy yistish fowmnhatta@amms
lau dreasnge of activitiemainohalisngcamhettlfai hd oe 1
¢l ooshmrte i mffHorweat eio,m bmbhatvibe & ntentional

Q=+ un o= S5O0
-8 % 0o 0 00 » = =

©“ O o 0O hwn »n

Obtaining IhfUmramd thioGainzpeudheces 38 U. S. C.
§1030(Ca) (2)

Sectlidoh(HydmRer al layc pasoshibgtas computer without au

of authorization amdcebtaimi g ricmufmesrt mamtcieen Al t h
could ap poebatra itnh ai¥mfitgoh ma t ©d @ r ssappepcriofpirciaaltliyo nt oo rmit
information, the %lomdeeecepdt, iass muncthebrbparbeatideedtc .by ¢ o u1
informatciltamde ¢ observdsuwuoh e hboebdatrazading 1infoc
a s c%Pecernh.a ps wuns utrhgeo v 8 t h gibnpvto§kheddd 3 0 @a v @2 Y ety of

at 6 (1986) (quoting United Statesv. U.S. Gypsum Co., 438 U.S. 422, 445 (1978)). That description tracks judicial
interpretations bthe word knowing under other subsections of the CFAA, where courts have concluded that the term

excludes accidental behavi@eeQVC, Inc. v. Resultly, LLC, 99 F. Supp. 3d 525,536 (E.D. Pa. 2015) (concluding

that § 1030(a)(5)(Adfendantes nskeomwiendlgtohatausdée harm” and t ha

recklessness or negligence 1s insufficient”).
8318 U.S.C. §1030(a)(1).

841d.

8.

86 U.S. DEP’T OFJUSTICE, supranote9, at14.

8718 U.S.C. § 1030(a)(1).

881d.

894,

90 Section 1030(a)(2) imposes criminal liability on:
(a) Whoever-

(2) intentionally accesses a computer without authorization or exceeds auttemiesd, and
thereby obtains

(A) information contained in a financial record of a financial institution, or of a card issuer
as defined in section 1602(n) of title 15, or contained in a file of a consumer reporting
agency on a consumer, as such termsdefened in the Fair Credit Reporting Acty
U.S.C. 1681 et sey.

(B) information from any department or agency of the United States; or

(C) information from any protected computer.

91 SedJnited Statesv. Drew, 259 F.R.D. 449,457 (C.D.Cal. 2009) a0ibtt [ i ng] information from a ¢

been described as “includ[ing] mere observation of the dat a
establish a (altdratidnainoriginal)(quotin® REP.NO?99-432, at 67 (198))); Am. Online, Inc. v.
Nat’1l Health Care Disc., Inc., 121 F. Supp. 2d 1255, 1276 (

preposition that § 1030(a)(2) covers not just theft but also the observation of data).
92SeeDrew, 259 F.R.D. at4Bn.13( “ [ T] he term “obtaining in f(alterationtini on’ include
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osecimicdmsd iamgf dthme¢r offol i c e essetrt@evatnetd ffoarc eunseinrt g
t afbaars-kmovn enf or ¢ emenadh p o np odmasfckingze nt fous ands

c ornsp uwiet houfta pegaminisnigonac c e s sattim na Islt oorfe dt hoen if
mp uPer s

o rhe =

though they do not ¢§si gsnddpaertacmthliglaid i mnal thtatu
quirements that thaea og$lviad On(mae)n(t 2Mmiuvgstd Lsaattiiosnf.y t
30( a) ( intgentianalaqcuciersess t o a compna e hebyt hha desende
advertendaccYHoewewerl,estshe intent requirement i s
camsteent inmd oaobntad ii ®m n; iisnasdtbetatdhaquised equired 1is
computer without author¥sSac¢oond, othenmndeteasasdand
st be without authorizaetlicomme nors utshsaetxl caerbkes Wla § ca
nald ylO0OXp@tag,(&2eplinfor mation emutahtefrbeaonbialned f
st %t thtei dre,der al “agmyv o mm e c.itORAdo rd o mepmys sceodmput er

nnected $uof fThhuess,n tase xopflesbiamoerudir,t g a mnarrow 1inter
‘without a'wthwadedst iomt’hdrizse P dPascdsdl dé&keau)l @W2)

riminalize any conscious violation ofAsToS o
iscussed bel ow, however, prosecutorial disc
estrict the applicatiohnhoofomeodegrers s uch

O""’TJENO‘*"»—“‘*} o o AT
oS5 oo —

o B =g

o

r 0
r et
as

= oo

Government Tompphesli8ngl. S. C. § 1030(a) (3)

Section 9°980¢md By prohibits intentionally acce
aut horlitz‘aitss omple t 8whash aof fedh mmdrearhisa w o
uns an cetnitornyo dotnhe land of another, regari®l ess of

original) (quotingS. REP. NO. 104-357, at 7 (1996))).
BSection 1030(a)(2) is “the most KiRRSumanaid7yat76.h ar ged section o
% United States v. Van Buren, 940 F.3d 1192, 1198 (11th Cir. 2@28&) grantedNo. 19783,2020 WL 1906566
(U.S. Apr. 20, 2020).
95 United States v. Gasperini, 894 F.3d 482, 487 (2d Cir. 2018).
% See generallKERR, supranote7, at78-79 (explaining breadth of §030(a)(2) and why requirements in that
provision pose “relatively low thresholds?”).
97S.REP.NO. 99432, at 5 (1986).
%8 Drew, 259 F.R. D. at 467 (“The only scienter element in secti
‘intentc¢omnald ycomputer without authorization or ‘intentiona
99 The provision also includes information obtained from card issuers and consumer reporting agencies. 18 U.S.C.
§1030(a)(2).
10018 U.S.C. §1030(a)(2).
01 prew, 259 F.R.Dat 457.
10218 U.S.C. § 1030(a)(3) imposes criminal liability on:
(a) Whoever-

(3) intentionally, without authorization to access any nonpublic computer of a department or
agency of the United States, accesses such a computer of that department ottegeBcy
exclusively for the use of the Government of the United States or, in the case of a computer not
exclusively for such use, is used by or for the Government of the United States and such conduct
affectsthat use by or for the Government of the Uh8tates.

1835 REP.N0.994 32, at 7 (1986) (clarifying that § 1030(a)(3) “app
belonging to, or being used by or for, the Federal Gover nme

104E g, Restatement (Second) of Torts § 158 (1965). Crimiahllity for trespass-under various statutesoften
involves additional requirements such as notice to a person
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Thusunlike the previohses ctwWoaiOBAA ap)r@3ih)idn tiisons ,

unaut horized entry into goweormsmmeamwmtt cemgmuuter ¢ ,had
defendant do anything tvhdeo hecroemp ud bketra iom caen yhteh ithmg
i ¥The provi51on is seldom invoked by prosecutor
§ 1030Whi)c(l2)i mposes™®Wtricter penalties.

Thee are t wovwng aeashthacb 1 i € h )wi3c)l Wt0a3e0n , t he
government mdhade mmd wasctceelistsmddpmtb] i ¢c computer of a
or agency of ”ushexdlubiveptye dt hSet afteedse PEPAIln gope b hime n t

computer includes one f or oifn tae rf readl®duhskte ,&4 gseunxc ly . a s
nonpublicxadmpetsegr hfoawceivneg , g opwebrljg miemtt e cwentp us €r ¥ e
and websmutcchs as those offeri®§epabldicthergovesnm
may establish a wihelrOe3 O (hae) (d% ) “‘@awidoplmabtliaocnc e ® mp ut er
department or ageilicfy tohfa tt hceoimpartbttye d hiSst duesdeed a |

government a nslc otnhdeu cdte facfifeAcntto mplwd t rusus.ed in par
feder al tgonviegrhntmeimmc l ude, f ors ecxoammppultee, r ao np rw hviact he
federal gover nielnnt phréfgsd fmims da,cacnmoyu nnte.t wor k intr usi
goversmanst of its computers becausentainmy iitnyt t us i
and integritysofietwergkowadnménen requires subst
integrity of data and the security of the netwo

Regar dtiles sn athifer 1e0 300 ( a ),¢ hp g b onewrsntimeepnrtohvee t h a't
defatsdaccdngd ewd wonhhbudnada®d*Therinatnonr equiremen:
identtitaland® 1 0A10t(had)wieh)d nti twg t hfout a’ushat sodation
discuss®dt abo vetohtea bsltea tt thtad wehxetrhea dd ¢’ tawabadttcty
merekygeeds autBaseddoactbkegits laaptpievaer kh iktshtmgmy,g e
was ombobtredt omenadgdihdéki twh oa thtalverlsidkamtdieorna,l

e mpl oaypepersowe g ove nh me omputer, but who d¥ so in a1

refusal to vacate the area in which he is trespashimgg. CONN. GEN. STAT. § 53a107.

«

105poyle,supranote23, at 3 (explaining t hat nothing more than unauth
1030(a)(3).

106 SedJ.S. DEP’T OFUSTICE, supranote9, at 23, 25 (explainingwhy § 1030(a)(2)may t he ‘thnenge ¥ r e d

instances wherboth § 1030(¥2) and § 1030(a)(3) could apply).

10718 U.S.C. §1030(a)(3).

1084.

1095ed).S. DEP’TOFJUSTICE, supranote9, at 24 ( “ “Nonpublic’” includes most gover
servers that, by design, of fer services to members of the g
llO|d.

11118 U.S.C. §1030(a)(3).
112y.s. DEP’T OFJUSTICE, supranote9, at 24.

1131d.;accordSawyer v. Dep’t of Air Force, 31 M. S.P.IlRhingdcdivdinal 196 (1986)
violation of 18 U.S.C. § 1030(a)(3) . . . do not include the requirement that the prohibited access to the computer

system be for the specific purpose of defting the government. Rather, that statutory provision defines as a criminal
violation the knowing unaut horized access or use of the sys:t
11418 U.S.C. §1030(a)(3).

1155ee suprgg  Without Authorization and Exceeds Authorized Access
16|g,

117 As notedinS. REP. NO. 99-432, at 7 (1988
The Committee wishes to be very precise about who may be prosecuted under the new subsection
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Computer: Fr8@udd S. C. § 1030(a) (4)

Section B3 O04dfar)dwdi pr whi e homak &sn oiwti nag lcyr iamed twoi t
intent to defraud, acc csust[hJorai zpartotoeng t eod cexmpeuetde|
acc’amd obtain anything of value, or use of the
$5, 000'Brygysecutors have used § 1030(Ca)(4) to ch
involving cdimphe euwlssee,t toiefnr cyl at ef rarhis newl iyn ngienng®taitcek e t s ,
a phishingestthmednder etdhsa to f t f8'anabd dgt o H dselel ar s

misappropmputterd cregenmntdieasl satt ¢d'3ion fulnaitver s i t i es

To prove oad vl1i0o3l04(thaie)o(gdo)v e rfnineesnttatbilw ¢stht he def endant
“knowingly and witheiflntaeptr ott @ cdefdr awdpuadece wsf hc
exceddput hor.7Tzheed satcacteustse does not define what it
with intenn tthe dedmtaiiHoovfe v rif Oh3e0 (cao)n(tde)xt of a ¢
§1030(a) @4) lehsatmohaesxfpldachria¢ld emtu rtine achsf it dud c t

“willfully and with specific intent to deceive o
gain Boseddheor causingFundadheralkulidancteo oaandthlee
“knowingly and wintalyei nftotumitgi sd ade &£ ashdIs®3o0(ya) ( 4)
whicht htat ® si d ¢ m midsalasldko e mp Bo WYe 8. C. § 1029, which
credit &dmdtthrawedntkenxotwionfg 1§y 1lah2d9 ,winteha ‘ftisnate nt t o
the offender is conscious of th#s nhkihkaetla] c onseq

(a)(3). The Committee was concerned thateeeFal computer crime statute not be so broad as to
create arisk that government employees and others who are authorized to use a Federal Government
computer would face prosecution for acts of computer access and use that, while technically wrong,
shoud not rise to the level of criminal conduct. At the same time, the Committee was required to
balance its concern for Federal employees and other authorized users against the legitimate need to
protect Government computers against abuse by

11818 U.S.C. § 1030(a)(4) imposes criminal liability on whoever:
[K] nowingly and with intent to defraud, accesses a protected computer without authorization, or
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains

anything of value, unless the object of the fraud and the thing obtained consists only of the use of the
computer andthe value of such use is not more than $5,000 inyear period.

«

out sider

119 Id

120 ynited States v. Bae, 250 F.3d 774, 775 (D.C. Cir. 2001).
121ynited States v. lyamu, 356 F. Supp. 3d 810, 814 (D. Minn. 2018).
122United States v. Barrington, 648 F.3d 1178, 1184 (11th Cir. 2011).

123.S.DEP’TOFJUSTICE, supranote9,at27( “ The phrase ‘knowingly and with intent
section 1030. Very little case law under section 1030 exists as to its meaning, leaving open the question of how broadly
acourtwillintepr et t he phrase. ”).

124 Fidlar Techs. v. LPS Real Estate Data Sols., Inc., 82 F. Supp. 3d 844, 851 (C.D. lll(@@it5)gUnited Statesv.

Henningsen387 F.3d 585, 5901 (7th Cir. 2004), a f f8&0dF.3d 1075 (7th Cir. 20165¢e alsdJnited States v.

Nosal, 676 F.3d 854, 864 (9th Cir. 2012) (Silverman J., dissent@ogicluding that § 1030(a)(4) requires specific

intent to defraud)More generally, othefiederal courts that have concludedthattd e f r aud” under § 1030¢( a)
broadly to wrongdaig rather than to the specific elements of common lawfraee, e.g.Hanger Prosthetics &

Orthotics, Inc. v. Capstone Orthopedic, Inc., 556 F. Supp. 2d 1122, 1131 (E.D.Cal(200B)h ¢ t er m ‘ de fraud’ f
purposes of § 1030(a)(4) simply meanswrongdeingd does mnot require -pmamefll)ya f“ common |1
representation; (2) its falsity; (3) its materiality; (4) the speaker's knowledge of its falsity or ignorance of it&jruth; (

an intent that it be acted on by the personiaride manner reasonably contemplated; (6) the hearer'signorance of its
falsity; (7) reliance on its truth; (8) t hWicoxivgiist t o rely t
Interstate Bank of OyNA, 815 F.2d 522, 531 n.7 (9th Cir987)(citingRice v. McAlister, 519 P.2d 1263, 1265 (Or.

1974).

1255 Rep. NO.99-432, at 101986).
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ing of wvalwue f or ,t hbeutpfuoriphoyste su soef 1§ Iwlo3r Ot (ha )a(t4 )l
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at 1t may still be possible ifnort hceop mpauwtee ronfg s e
ontinuing usceo npfttthenr e nphe@ S @@ 0 fthr e dhloadldy
suldcdomgu tiiesr iunstdmndewhi ze[ ] the possibility that
espassing dwialsl "fBAest lpdr.ossacueuntde) 8 6 Report obser ved.
e swpeatsdso wd h“@ans at t empt to defraud a”isterwdwled pr o
literate the distinction between § 1W®30(a)(4)
pr a cdtiif cfteqc uiilttvalse § 1030 ( a)p(adsjsnecarg henabsencemp
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126 seeDoyle,supranote23, & 50.
12718 U.S.C. §1030(a)(4).

1285 ReP. NO. 99-432, at9 (1985
129 Id.

13018 U.S.C. §1030(a)(4).

131y.S. DEP’T OF USTICE, supranote9, at 32.

132 United States v. Czubinski, 106 F.3d 1069,107® ( 1st Cir. 1997) (reversing defenda
for obtaininginformation beeas e t He ¢alu€ of infagrmationise 1 at i ve t o one ”asndeetdheand obj
government hadto show that the information was valuable to [the defendant]inlightafafd ul ¢ n t scheme?”) .

1331d. at 1078.
13418 U.S.C. §1030(a)(4).

1355 REP.NO.99-432,at10(1986 ( “ The @geesihattthe mere use of a computer or computer service has a
value all its own. Mere trespasses onto someonéealsec o mput er system can cost the systert
channelthat he might otherwise making available fora feetoanaasth i zed user . ”) .

136 KERR, supranote?, at 99.

137U.S. DEP’T OF USTICE, supranote9, at 32.

138 5eeDoyle,supranote23, at 51.

1395 REP. NO.99-432, at 10 (1986).

40Czubinski 106. F3d at 1075 (concluding that govandmment did not
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Damaging a Computer, 1030(a)(5)

Broadly sSP8dK¥pho haj tvsara cettliyatofr es ult in damage t
Subsectiomab@3 @teca)p((ma ayfu aitehtei vit cemmbhady are
associataecd iwmigttchhe atsr ans mi s s i on uonfa uvti lr cursiezse do ra cweoer:
intruders wlsd ude loeftfd*?dfhialpepst eovrs sbico nt smeadgyr ad s out e

t he per pRitsrtartiobrust eodf Deni al WWhiSceh,foocwk DPDp B¢ at t
when an attackers oaybeitlooltpt mes ea ssEy ga&etdmha ®&dirmeg) ute
server with a f1 0%Ildn defed., lelge i g moik elddmBeOngdfa fhi(acs.) 1 n
variptrysetutionsa RKRushias nhnhosenel “fesulleployin
in o6ftnmillions of dollar3%%adl 1 oee iefdoern td ewiecl toipms g
websites umeldltond avnficPDoSthetaokernhbtatcdnaneuapi
targeted vi’¢“fainmd ctohnep uftoerrmse r I T | @ mmddo wehgoe & f h as ma j
emplesyempnetemboysk rategically delet[ingpvElles, r
accounts, @pmrdsocAMaadgling]

The afcitr §tth 9806 ppcdfically uwrwddmisna bksneoewtiinognl y( A)
caue[ ] t he otfr aan spmiosgsriaoom, i nf orfanmd itolher edbde, or ¢
““ntentionally cause|[] domageorwit®fdetns mptmpmdierat
“encompasses a range Jffl]hackiagsfietioftoperatuei
infor mm&liiomi,ous s ¢t o6darin jueddDitoads , adentdh etdhdei, ng o f
malici daurs ncadld¥darraen.s mi s s i b hr masgh ocid worhpeheyts i ¢ a l

fortioriba s cheme t o defraud” wher e okeddt eonfidentimtinfoemation, butthede waso mp ut er
no evidence that defendant intended to use that informati@mfahing otherthabrowsing).
14118 U.S.C. § 1030(a)(5) imposes criminal liability on:
(a) Whoever-
(5)(A) knowingly causes the transmissionagfrogram, information, code, or command, and as
a result of such conduct, intentionally causes damage without authorization, to a protected
computer;
(B) intentionally accesses a protected computer without authorization, and as a result of such
conduct recklessly causes damage; or
(C) intentionally accesses a protected computer without authorization, and as a result of such
conduct, causes damage and loss.
142y.S. DEP’T OF JUSTICE, supranote9, at 35.
143|4.

144 cybersec. & Infrastructure Sec. Agen8gcurity Tip(ST04015): Understanding Deniabf-Service Attackgast
revised Nov. 20, 2019https://uscert.cisa.gov/ncas/tips/ST €L5.

145pressRelease, U.S. Dep o f Riissian tNatioral,Charged with Decadeng Series of Hacking and Bank
Fraud OffenseResulting inT ens of Millions in Losses and Second Russian National Charged with Involvement in
Deployment of *“ Bugat https/awsjustice.goy/opa/pr/russidration2tiéhargeddecadeong
serieshackingandbankfraudoffensesresultingteng(quoting statement of Assistant Attorney General Brian A.
Benczkowski).

6pr ess Release, BarSer Opéatopof ItegalBdoter Services Semtenced for Conspiracy to
Commit Computer Damage and Abuse (Nov. 15, 2068)s://mww.justice.gov/opa/pr/formesperatorillegal-booter
servicessentenceaonspiracycommitcomputerdamageandabuse

“press Release, BarSerlT Peplpyee of transchnhinental Raitraad Sentenced to Prison for
Damaging EXE mp 1 o €omputes Network (Feb. 13, 201 8)ktps://mww.justice.gov/opa/pr/former-employee
transcontinentatailroadsenencedprisondamagingex-employefs-computer

14818 U.S.C. § 1030(a)(5)(A).

149 Beale,supranotel, at170(quoting loana Vasiu & Lucia Vasiu, Break on Through: An Analysis of Computer
Damage Cased4U. PITT. J.TECH. L. POL’Y 158, 16769 (2014).
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mt her dAscarsdiimgm .t o atdhmedhecocmptexItme ph s ) (
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ata, a program, ’‘#whyiscthemy sor fonmf exmmplen, where
omputer to behave in a mannd&%¥Thcuasn,t z@at yt hat t heu
amage undemnayt h dcclCehadhl y des tr uct i vvei rbuesh aovri owo rsm ¢
r deletfjbgutdatta may also include less obviousl:
mail #¥Korunetxample, one federal court conclude:«
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150 Beale,supranotel, at170(citing Deborah F. Buckman, Annotatiovglidity, Construction, and Application of

Computer Fraud and Abuse Act (18 U.S.C.A. 8 10BPJA.L.R. FED. 101 (2001); accordUnited States v. Sullivan,

40 F. A p p 244 (4th @ir02002fpdr 8uriam) (concluding that a transmission urddet).S.C. 8 1030(a)(5)(A)

occurred through insertion of code into a computer system that eventually found its wagnaiteeld computers); N.

Tex. Preventive ImaginigLC v. Eisenberg, No. SA CV 381AHS(EEX), 1996 WL 1359212, at *6 (C.D. Cal. Aug.

19, 1996) (“The transmission of a disabling code by floppy
accompaied by the intent to cause harm. ”).

151 gee, e.g.Patrick Patterson Custom Homes, Inc. v. Bach, 586 F. Supp. 2d 1026, 1035 (N.D. lll(2008)h i 1 e
Plaintiffs acknowledge that the precise method of installation of the erasure program is unknown, ttreGeseh
recognizes that the precise mode of transmissionrisr ¢ 1 e vant . ” ) .

152y.S. DEP’T OF USTICE, supranote9, at 37.
15318 U.S.C. § 1030(a)(5)(A).

1545eeQVC, Inc.v. Resultly, LLC, 99 F. Supp. 3d 525, 536 (E.D. Pa. 2015) (concludingthat § 1030(a)(5)(A) requires
showingefhatdafit intended t“o dclaaunsaeg eh acram’s eadn dyt lm@re reckl essn
insufficient”).

15518 U.S.C. §1030(a)(5)(A).

%pyulte Homes, Inc. v. Laborers’ Int | atoordUnitedStafesW. Am. , 648
Carlson, 209 F. A2006) (discusstid §030(ay(5) prdsécdtionCandnotittrat although CFAA

does not define “intentionally,” “this Court has defined 1t
not by accident ”).

15718 U.S.C. §1030(e)(8).

158 seeBerris,supranote6, at 2 (e x p | adceuts,fogexaniple, where @ hagkerecauses a computer to

behave in a manner contrarytt® intentionsof t s o wacerdUnited States v. Yicel, 97 F. Supp. 3d 413,420

(S.D.N.Y. 2015) (construingdamage under § 1030(a)(5) toinclude instarhicesr ¢ a comput er is caused t
operate[] only in r espo n sFeramaredetailed examinatichdifférent exmptedoft o wner ” ) .
damage, see, e.¢(ERR, supranote7, at107-08.

159 United States v. Hutchins, 361 F. Supp. 3d 779, 794 (&iB.2019) (alterations in original) (quotifdlar Tech.
v.LPS Real Estate Data Sallnc, 810 F.3d 1075, 108485 (7th Cir. 2016)).
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®s law provideanfemwdnialyl drsedclrkal teisosnlsy, caus e damage
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o any victim, including the cost of responding
nd restoring the data, progr am, system, or 1inf
ny revenue lostcomesegquem¢ecuntedamoageothraurred
f sé&¥Federal courts disagree on -—-whethhas provin
omputer systems or fidesabpregengandet®dtonadembd
n ot hesromweorcdosurts construe 1 os s otfof einnscelsude r eas
egardlesshofewxhr‘éxﬁ(&lhwweesserv1o‘e1nﬁonatmetreupanonwljz)uw
n

e
r
t
c
h
a
t
a
a
0
c
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r
interpret loss wunder the GBFAA as requiring seryv

160 pylte Homes, Inc648 F.3d at 299, 301.

16118 U.S.C. § 1030(a)(5).
l62|d.

163 United States v. McCord, Inc., 143 F.3d 1095, 1098 (8th Cir. 1998) (quedimger v. Brennar§11 U.S. 825, 837
(1994).

164 For example, one federal court found that a plaintiff sufficiently alleged a civil § 1030(a)(5) violation with
allegations that théefendant recklessly caused damage by unauthorized computer access where he deleted data from

the plaintiff’s website, accounts, and server ..-CUWMSC Safety S
00938MEH, 2019 WL 5189004, at *4 (D. Colo. Odt5, 2019).

%518 U.S.C. § 1030 (e)(11). For KERRisupranoiel,atd20€% ami nat ion of 1
166 See, e.gBrown Jordan Int, Inc. v. Carmicle, 846 F.3d 1167, 11784 (11th Cir. 2017) (comparing jurisdictions

that constue loss broadly to include any costs of responding to an offegaediess of whethehere was an

interruption of service with those thaamowly construe loss as resulting only from an interruption of service).

167 compare id (adopting broad view of loss that includes reasonable costs of responding to an offerveeszreen

there was ninterruption of servicejndYoder & Frey Auctioneerspic. v. EquipmentFacts, LLC, 774 F.3d 1065,

1073 (6th Cir. 2014) (holding that loss under the CFAA includes both consequential damages caused by service

interruption and reasonaltests of responding to an offense such as damage assessnittn®@n. Sci. Corp. v.

SheerVision, Inc.,,No.:@CV-1 3 582, 2011 WL 3880489, at *4 oncavwers Mi ch. Sept .
lost revenue if the lossccurred as a result of interrupitservice? andCoStar Realty Info., Inc. v. Field, 737 F. Supp.

2d4 96, 515 (D. MadétiondlthelCFAA m@stcauge]an nterouption of serinaerder for lost revenue

to constitute as a qualifying “loss’” wunder the statute.”).
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Password nfgl#8f fli.cSkiC. § 1030(a) (6)
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ning as in § 1030dmd (gdmperrdalsloyuars ed amadeec t ake
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For § 1030(a)(6)’stacapmpmhyp stfulge fudreifgednidcatnitonal h oo
First, § l1appipyrEboné€dbutééing affects .i"Mterstate
Alt hough undefined by the C&F¥rAAl aamdt undmedeovut 0p
examining ciwvlhaddphp elaldr3 Ot(oa )h(abv)e construed the int e
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used by or for the Gao¥Agmament of§ nbesUnmnittudadrSt

16818 U.S.C. § 1030(a)(6) imposes criminal liability on:
(a) Whoever-

(6) knowingly and with intent to defraud traffics (as defined in section 1029) in any password
or similar information through which a computer may be accessed without authorization, if

(A) such trafficking affects interstate or foreign commerce; or
(B) such computeis used by or for the Government of the United States.
169 5eeDoyle, supranote23, at 69.
1705, ReP. N0. 99-432, at 13 (198F
17118 U.S.C. § 1030(a)(6).
1721d.§ 1029(e)(5)see id§ 1030.
173U.S. DEP’T OF USTICE, supranote9, at 50.
174 See suprg Computer Fraudl8 U.S.C. § 1030(a)(4)”
17518 U.S.C. §1030(a)(6).
1765 REP. NO.99-432, at 13 (198BaccordU.S.DEP’T OFUSTICE, supranote9,  a t Therdfore( pfosecutors should
apply the term ‘password’ using a broadompanheng”f)o include
17718 U.S.C. §1030(a)(6)(A).
178 seeT racfone Wireless, Inc. v. Simply Wireless, Inc., 229 F. Supp. 3d 1284, 1297 (S.D. Fla. 2017) (concluding that
plaintiff stated claim under § 1030(a)(6) where traffickingimplicated the internet and a telecommunications network).
1791d. Courts have reached similar conclusionswhen interpreting 18 U.S.2% 4 6redit card fraud statute that
prohibits tradtfdcikntngr ¢ that e SeefefUnitedSiatesiv. Rushdam 870 E.2d.1509,
1513-14 (9t h Cir . 1989) (concluding that federal jurisdiction
of state credit card accounts?”) .

18018 U.S.C. § 030(a)(6)(B).
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Thmdes and Extdr¥.i®»S.nC. § 1030(a) (7)

Section B®PB30habhit/ig cer t acionn ceeart npirntogit @ a,ealc kb lomeartt ¢
a$ hreats to cause damage to, or disclose confid
unl e s'8Thpea ipds. oo n has béébngedaeshc vl diddtdiloino n e d

e xt oM®Aloonh.aughmbéeheof federal c¢crimixntaolrtsitontadtees
t hr,dadhtes SFAA gislative hisBSocrpngegpesn i¢chmcet Coggt
was otthHetwt ortion statutes, which protect against
[ mi ght not] cover intaii'limlpactthimpBSltaarnm,i ze e pofor
accompanying the 1996 Amendmeéemeato & pai CFAAcOmp
systems“s swonuohtaens in which hackers penetrate a

demand money f o#8Ptrhoes edcewctoodrisn gh akveey .i nvaoked § 10 3¢
varit¢thyecafs against c¢compsaausehr asnpgsotmewmg et Ipd mg &1 o chsa
software to bBnacoympitultdedsre( wvae © d @ miunngt itlh dpse yunmeanvta i 1 a
recetioveudnl oc k YOH & goev esrynbntashm sodoine § 1 0t300 (par)o(s7e)c ut e

181 .S, DEP’T OFJUSTICE, supranote9, at 51.
182 g5edoyle,supranote23,at69-7 0 ( “[ 1]t is unclear whether the protection

and judicial branch computersofdisi mi t ed t o t hose of the executive branch. ”).
B1g8 U.S.C. § 1030(e)(7) (“[Tlhe term ‘department of the Un]i
Government or one of the executive departments . . . . 7).

184Doyle, supranote23(quoting(18 U.S.C.§ 1030)).
18518 U.S.C. §1030(a)(7) imposes criminal liability on:
(a) Whoever-

(7) with intent to extort from any persaany money or other thing of value, transmits in
interstate or foreign commerce any communication containingany

(A) threat to cause damage to a protected computer;

(B) threat to obtain information from a protected computer without authorization or in
exeess of authorization or to impair the confidentiality of information obtained from a
protected computer without authorization or by exceeding authorized access; or

(C) demand or request for money or other thing of value in relation to damage to a protected
computer, where such damage was caused to facilitate the extortion.
1861d.

187 SeeS. REP. NO. 104-357, atl2 (1996).

188|d, (quoting statement of Attorney General to Sen. Leahy).
169|q

190 gee, e.gIndictment, United States v. Savanblip. 3:18cr-00704BRM, 2018 WL 6798078 (D.N.Nov. 27,
2018); Press Release, U.S. Dep’t of JustetokxtortHospitalsi r ani an Me
Municipalities, and Public Institutions, Causing Over $30 Million in Losses (Nov. 28, 2018),
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demands.®Tlrhel rndet it is a crdenmamader Sed089(ah ¢17)
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https://www.justice.gov/opa/pr/twoanianmenindicteddeployingransomwareextort hospitalsmunicipalitiesand

public. Theingtallation of such ransomwanmay also violate § 1030(a)(53edndictment,SavandiNo. 3:18cr-

00704BRM, 2018 WL 6798078upranotel90(charging defendants under both 18 U.S.C. § 1030(a)(7)(C) and §

1030(a)(5)(A)).

lglPressRelease,U.SDep’t of Justice, Me mber of “The Dark Overlord” H:
Kingdom to Face Charges in St. Louis (Dec. 18, 20h&ps://mww.justice.gov/opal/pr/membeark-overlordhacking
group-extraditedunitedkingdom-face chargesst-louis. See alsdndictment, United States v. Wyafto. 4:17%cr-

00522RLW-SPM, 2017 WL 11530077 (E.DMo. Nov. 8, 2017).

press Release, U. S.U.SDGoyernmentEfmpldyaesChargeddn, Confipater Hacking and Cyber
Stalking Scheme (Aug. 19, 2019)ttps://www.justice.gov/opa/pr/formearsgovernmentemployeechargedcomputer
hackingandcyberstalkingschemesee alsdndictment,United Statesv. Fordjo. 1 15CR-319,2015 WL 4980336
(N.D.Ga. Aug. 18, 2015).

19318 U.S.C. §1030(a)(7)(A).

1945eeS. REP. NO. 104-357, at12 (1996).

19518 U.S.C. § 1030(a)(7)(B) (emphasis added).

196|d.

197 Indictment Ford, No. 1 15CR-319,2015 WL 498033@supranote192
19818 U.S.C. §1030(a)(7)(C).

19y.S. DEP’ T OFJUSTICE, supranote9, at 54;accordS.ReEP. NO. 104-357, at 12 (1996) (discussing § 1030(a)(7) and
n ot i n golnedaraimagifie situationsin which hackers penetrate a system, encrypt a database and then demand
money for the decoding key?”).
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Reme dard Penalties

The OFrAcAAvi des a n uwhbeenr iotfs rveanreaidoiaiessy.iblo oahtiebd t i on s

obvipusilgdfattileasCFAA provisions vdrssousns adlabove
penadffifsnes andThmpnasanmnmentf those penalties v
subsecs ue eladi)¥®iFsor ¢ xtahmep Inea,x i mum pr-i s ma €EAMm for
of fenders is one ,wyheiarh ugnedvetran ntfar dadkeptd {oafi) ( g )in gove:
compuPruts ,five y0eladr(sa )wiMdedh §nafirna vadn tpir ovi sion 1in
CFAA and which ordinarily inv¥Thke sdicsotnidnucctti oonf bae
first timd fams caslepenrt ¢ hadsvellh BB or 1 nusntdaenrc e,

200 seeDoyle, supranote23, at 63 & n. 353 (quoting.R. 4175, the Privacy and Cybercrime EnforcementoA2007:

Hearings Before the Subcomm. on Crime, Terrorism, and Homeland Security of the House Comm. on the Judiciary
110thCong., 1sSess. (2007) (statement of Acting Principal Deputy Assishéidrney General Andrew Lourie)).

20118 U.S.C. §1030(a){7

202 Extortion, BLACK *SLAW DICTIONARY (11th ed. 2019).

203 gee, e.glnplant EnvireSys. 2000 Atlanta, Inc. v. Lee, No. 1:15/-0394LMM, 2015WL 13297963, at *4 (N.D.

Ga. June 9, 2015) (holding that plaintiff alleged a valid claim for § 1030(a)(7) violation where defendant allegedly
demanded $137,705 forthereturnofmasr access to t)he plaintiff’>s domains
204U.S. DEP’T OFJUSTICE, supranote9, at 53.

20518 U.S.C. §1030(a)(7).

206 sednplantEnviro-Sys. 2000 Atlanta, IncdNo. 1:15CV-0394LMM, 2015 WL 13297963, at *4 (concluding that

plaintiff adequately stated al830(a)(7) violation against defendant who transmitted extortiona ¢ o mmuni cat i on
interstate or foreign commerce, asfitwast nt v i a i accordWnited Statesv. Kammersell,)196 F.3d 1137,

1139 (10th Cir. 1999) (concludingin that interstate commerce element of 18 U.S.C. §-8@%éderal threat

statute—was satisfied where defendant transmitted thrigdhstant message between computersin the same state,

where it was routedto a server in a second state).

20718 U.S.C. § 1030. The CFAA gives the FBI “primary aut hor i-f
those involving espionage or nationatsety information, but the statute alegpresslypermits investigation by the

United States Secret Service and any other agency with authi8ity.S.C. § 1030(dgccordFBI, Cyber Crime
https://wwv.fbi.gov/investigate/cybeflast visited July 27, 20207.he Department of Justice prosecutes CFAA

violations.See generalliy).S. DEP’T OFJUSTICE, supranote9 (summarizing DOJ policies and guidance on CFAA

prosecutions).

20818 U.S.C. §1030
209|d1. § 1030(c)(2)(A).
21014, § 1030(c)(3)(A).
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Table 1.Overview of CFAA Maximum Penalties
Maximum Prison &ms by Subsection for First a®libsequerDffenses

Subsequent
Section* Description First Offense** Offense***
1030(a)(1) Cyber Espionage 10 Years 20 Years
1030(a)(2) Obtaining Information by Unauthorized 1 Year (M); 5 Years 10 Years
Computer Access (F)
1030(a)(3) Government Computer Trespassing 1 Year 10 Years
1030(a)(4) Computer Fraud 5 Years 10 Years
1030(a)(5)(A) Knowing Transmission Hntentional 1 Year (M); 10 Years | 20 Years
Damage to Computer (F)
1030(a)(5)(B) Intentional Access + Reckless Damage tq 1 Year(M);5 Years 20 Years
Computer (F)
1030(a)(5)(C) Intentional Access + Damage to Compute 1 Year 10 Years
+ Loss
1030(a)(6) Password Trafficking 1 Year 10 Years
1030(a)(7) Threats and Extortion 5 Years 10 Years

Source: 18 U.S.C. § 1030(c)
Notes:

* Bolded subsectionauthorizes additional penaltiebeyond those reflected in this Tablehere there are certain
aggravating factorsuch as causing deatbroken down infurther detail inTable 3.

** (M) denotes misdemeanor; (F) denotes felony. CFAA subsections thabmelrargedasa misdemeanor or a
felony are brokendown in further detail inTable 2, Table 3, andTable 4.

*** Subsequenaffense refers to maximum penalties possible for offense committed following conviction for
another CFAA offense.

2111d.§1030(c)(1)(A).
2121d.§1030(c)(1)(B).
2131d. § 1030(c)(2)(B).
2141d. 88 1030(c)(4)(BE)(F).
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Table 2.Overview of Maximum Penaltie s Under 18 U.S.C. § 1030(a)(2)
Maximum Prison Terms for Obtaining Information by Unauthorized Computer Access

Description of Offense Under § 1030(a)(2) Classification Sentence
First Offense (No Special Conditions) Misdemeanor 1 Year
Offense withOne of Three Special Conditions Felony 5 Years
1. oOffense committed for purpose of commercial
advantage or private financgain;
2. Offense committed in furtherance of any
criminal or tortious actin violation of the
Constitution or state or federal layor
3. The Value othe information obtained is greater
than $5,000.
SubsequenDffense Felony 10 Years

Source: 18 U.S.C. § 1030(c)(2)(C).

Note: * Subsequentffense refers to maximum penalties possible for offense committed following conviction

for another CFAA offense.

Table 3. Overview of Maximum Penalties Under 18 U.S.C.§1030(a)(5) (A)
Maximum Prison Terms fd€nowing Transmissiof Intentional Damage to a Computer

Description of Offense Under § 1030(a)(5) (A) Classification Sentence
First Offense(No Special Harms) Misdemeanor 1 Year
First Offense with One of Six Special Harms: Felony 10 Years
1. Minimum loss of $,000 to at least one person
duringa one year period;
2. Modification/impairment/potential modification
or impairment of medical examination,
diagnosis, treatment, or care of at least one
individual;
3. Physical injury to any person;
4. Threat to public health or safety;
5. Damage affecting a computesed by or for the
federal government in furtherance of the
administration of justice, national defense, or
national securitypr
6. Damage affecting atleast 10 protected
computers in a iyear period.
Subsequendffense Felony 20 Years
Offense where defendant knowingly/recklessly causes serious b| Felony 20 Years
injury, or attempts to do so
Offense where defendant knomgly/recklessly causes deatin Felony Life
attempts to do so Imprisonment

Source: 18 U.S.C. § 1030(c)(4).

Note: * Subsequentffense refers to maximum penalties possible for offense committed following conviction

for another CFAA offense.
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Table 4. Overview of Maximum Penalties Under 18 U.S.C. § 1030(a)(5)(B)
Maximum Prison Terms for lettional Access + Reckless Damage to a Computer

Description of Offense Under 8§ 1030(a)(5) (B) Classification Sentence
First Offense(No Special Harms) Misdemeanor 1 Year
First Offense with One ofix Special Harms Felony 5 Years

1. Minimum loss of $,000to at least on@erson
during a one year period;

2. Modification/impairment/potential modification
or impairment of medical examination,
diagnosis, treatment, or care of at least one

individual;
3. Physical injury to any person;
4. Threat to public health or safety;

5. Damage affeaig a computer used by or for the
federal government in furtherance of the
administration of justice, national defense, or
national securitypr

6. Damage affecting at least 10 protected
computers in a iyear period.

SubsequenDffense* Felony 20 Years

Source: 18 U.S.C. § 1030(c)(4)

Note : * Subsequentffense refers to maximum penalties possible for offense committed following conviction
for another CFAA offense.
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21514, § 1030(g).

21d.§ 1030(c)(4)(A)Y(i). A complete examination of these requ
is beyond the scope of this Report. For a more detailed examination, seeddpyémote23.

2171d. § 1030(j). A more detailed examination of the laws governing forfeiture is beyond the scope of this Report. For
an analysis of forfeiture, including under 830) se€CRS Report 97139,Crime and Forfeitureby Charles Doyle

218geeinfra§ Hacking Back ”
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219 Id

220 Beale,supranotel, at 173 (quoting Zach Lerndviicrosoftthe Botnet Hunter: The Role of Pubkuivate
Partnerships in Mitigating Botnet@8HARV. J.L.& TECH. 237, 239 (2014))accordUnited States v. Gasperini, 894
F.3d 482, 485 (2d Cir . nawrk[§ ofinfeaded somputets undegthebo 8 mle¢ s> asc &ntr ol .’

221geeinfra§ Botnet Trafficking ”

222geeinfra§ The CFAAand ToS Violations”
22314

224 Berris, supranotel4. More broadly, legal commentatohave described thisissue as whether the CFAA imposes
criminal liability +4famsectdhe e KERRBuprandte/matbd.f “contr act

225 Berris, supranotel4.
2264,

227EF Cultural Travel BV v. Zefer Corp., 3 lc8udbeestablished , 62 ( 1s't
by an explicit statement on the website restricting access.

2United States v. John, 597 F.3d 263, 2 7ehcorophssimitsCi r. 2010) ¢
placed orthe useof information obtained by permittedcess to a computer system and data available on that system .

. . at least when the user knows or reasonably should knowthat he or she is not authorizedto access a computer and

information obtainable from that access in furtherance of or to perpetratei me . ” )

29T nt > 1 Ai kLB w. €itrin, 420 F.3d 418, 42@1 (7th Cir. 2006) (concluding that defendant lacked

authorization after breaching duty of loyalty to employer)

230 Ynited States v. Rodriguez, 628 F.3d 1258, 1263 (11th Cir. 2010) (camgttiit defendant exceeded authorized

access by violatingemployer policy against using employer database for personal purposes).

281 T his report referencessignificant number adecisions by federal appellate courts of various regional cirdtors.
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purposes obrevity, references to a particular circuit in the body of thisreport (e.g., the First Circuit) refer to the U.S.
Court of Appeals for that particular circuit.

282Rodriguez628 F.3d at 1263.

233 John 597 F.3dat 272.

234 Berris, supranotel4.

235United States v. Valle, 807 F.3d 508, 523 (2d Cir. 2015) (concluding that an individual does not exceed authorized
access where individual ismnorized for certain uses, and surpasses those).

2P6WEC Carolina Energy Sols. LLC v. Miller, 687 F.3d 199, 20¢
terms ‘without aut horization’ dtheyapplyaenyhendnindividualh or i zed acces
accesses a computer without éssion or obtains or alters information on a computer beyond that which he is

aut horized to access. 7).

2’United States v. Nosal, 617n6s tFe a3dd, 8wbhe4 ,h 08l 643 sarhi¥etizadt Chier .p h2r0als2e)
access’ in the CFAA does not extend to violations of use r1e
238g5ee Valle 807 F.3d at 528.

239 Nosa| 676 F.3d at 85657.

2401d. at 857.

241 Facebook, Inc. v. Power Ventures, Inc., 844 F.3d 1058, 1067 (9th Cir. 208&jond, aiolation of the terms of

use of a websitewithout more—c annot establish liability under the CFAA.”).
242|d.

243 Nosa| 676 F.3d at 859, 861.
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244 Berris, supranotel4.

245van Buren v. United States, 206 L. Ed. 2d 822 (Apr. 20, 2020).

246 United States v. Van Buren, 940 F.3d 1192 (11th Cir. 20d9), grantedNo. 19783, 2020 WL 1906566Apr. 20,
2020).

2471d.at 119798, 1208.

248 October Term 202@BCOTUSBLOG, https:/Aww.scotusblog.com/cadides/terms/ot2020/?sort=mnarlast visited
Sept. 9, 2020).

Aaron’s LawH.R454l3th QoAgl(3013).
250|4.

lpressReleasé).S.Congresswoman Zoe Lofgren, Rep Zoe Lofgren Introdi
2013),https://lofgren.house.gov/media/presdeases/refzoelofgrenintroducesbipartisanaaronsiaw.

22Aaron’s LawH.R4541d3th Qoogl(3013).
253 Beale,supranotel, at 173 (quoting Zach Lernaviicrosoft the Botnet Hunter: The Role of Pubidvate

Partneships in Mitigating Botnet28HARV. J.L.& TECH. 237, 239 (2014))accordUnited States v. Gasperini, 894
F.3d 482, 485 (2d Cir .netOwo8r)k [(sd]e socfr iibni fnegc tbeod nceotnsp vatse s un de

254SeeBeale,supranotel, at 190 (“In contrast, botnets pinterseimayt t he reve
be used to disrupt theterneti t s) 1 f . ”
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257, S. De p’ Prosectiting thesSalé of Botnets and Malicious Softfslrar. 18, 2015),
https://wwmww.justice.gov/archives/opa/blog/prosecutsade botnetsand malicioussoftware

256 seagvlatwyshyn,supranoteld, a t  Sefe are daseswhere brokers who sell access to botnets are not the
criminals who created them.”).

257y . S. De p’ Prosectiting thesSalé of Botngtapranote255.

2%8|d.; accordTriana,supranotel3, at1315 (discussing uncertainty of whether salbathets and malware would
violate the CFAA).

22U, S. De p ’ Prosectiting thesSalé of Botnetapranote255,

260sedd. ( While trafficking in botnets is sometimes chargeable under other subsections of the Computer Fraud and
Abuse Act, [the problem of individuatsafficking in botnets thathey did not create] has resulted in, and will
increasingly result in, the inability to prosecute individuals selling access to thousands of infectegp ut e r s . 7 ) .

26118 U.S.C. §1030(a)(6

2621d. § 1030(a)(5).

263geeTriana,supranotel3, a t Sindelhackefsselling malware more clearly intendto profit off of their skills,

they likely do not meetth@e ns rea requirement of “intentionally’” causing

264See, e.gPressReleasé).S.De p > t o MlarcusiHutiching Rlgads Guilty to Creating and Distributing the

Kronos Banking Trojan and UPAS Kit Malware (May2019) https://www.justice.gov/usaedwi/pr/marcus
hutchinspleadsguilty-creatinganddistributingkronosbankingtrojanrandupas

265|d.; Press RleaseU.S.De p ’ t of Justice, Russian Citizen Sentenced to 4
Global Botnet Conspiracy (Aug. 3, 201%tps://www.justice.gov/opa/pr/russianitizen-sentencedl6-monthsprison
involvementglobalbotnetconspiracy

266SeePressReleasé).SDep’t of Justice, Arizona Man Sentenced to 30 Mo
Botnets (Sept. 6, 2@), https://mww.justice.gov/opa/pr/arizormaan-sentence®0-monthsprison-sellingaccess

botnets

267 SeePress Releassypranote264.
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efendant is mnot g@ih)dtays oafg rceoends ptior accoynnmuirtl eas ss p e c
t least onechdthwrngky spart i(Qiwphaitleetde nditn et @ ons
ommit that offense; and (3) a conspirator ¢ omm
ons p’®The yseconidnteddtperheys ent s a signsbDimeactasebst
ecause as discussed, booft nheotw ttrhaef fbiucykeerr so rmarye nbtec
he botnet, and may?H & utslhd¢ emadyli Inlega cokn It yh et o epqruai fsii tt
ommit an und@€Anldydmgt hd drcdna segbdostanbeotvebyaffseking
oes mnotviaplppetaer tthoe CFAA and therefore would 1ik
eder al oifnf einnsset. atnHcweesic ownhseprier acy st at utd odoes 71 ¢a
xample, 1if a botnet traf ftikiakte sthmwmadttds dbmaget ac
computer in vietllhhde ioomatoudt & aluwtdh0orai)z(eS5s) a ma x i mt

B 0 A0 T 00D o

e a’flses s t han undsorf €BhA&” s ubsection

t least one state has enédRtnedd sab elgacwh @aasiameedd at b
egislatiivhe ppadmomss’darnadt iCoorti®g o ¢ s & xoannep lper,o p o s al
ntroduced in the 116th Congress, titled the De
ggressioncAat aofis2hhfpr vousdl dAM mea dpt ki KFt

“I' nt en ttircadfiafiliddy] t he means of ac c’®8Asl ttho uag hp rt chtee ¢ t e
proposal démeesa nso to’ftd lkeadcichaest s nt appeardTfo be to i1
enacted, the prohibintailonnmiwdFlid abse, stuhbej etcrta ftfoi ctkwe
“‘knowffhavedson to know the protected computer heae

prohibihed@8S%Ac ond, tmestrhddwecakswean atha tk it hw
purchaser or rem¢a@ms iafecadses o medasmdkgata certa
protecte’di ncovmpdtadn 88hT hoef btohten eGF AAr afd ichkisng prov
l e gi silbatrigodnt y t isctaadnldd me abot net ttfriafiroliuecgdpiapoh
114CGohn g1t dBeost:net PrevenrlThn Ae ffiaselcad?? iormo tmi ¢ hso m e
who feared itvaliud dcgbe¢ms selbirae y ?2Persoepaorncehn tasmo n g

268 Ynited States v. Smitt950 F.3d 893, 895 (D.C. Cir. 2020) (citidgited States v. Gatlin®6 F.3d 1511, 1518
(D.C. Cir. 1996). For a detailed examination of federal conspiracy &ee&, €.g.CRS Report R4122Federal
Conspiracy Law: A Brief Overviewy Charles Doyle

269 See supranote263and accompanying discussion.
27O|d.

21118 U.S.C. §371.

2235ee suprgg Rémediesind Penalties

23T ex. Bus. & Com. Code Anrg 324.055 (West).

274 president Barack Obama, Remarks by the President at the National Cybersecurity Communications Integration

Center (Jan. 13,2015printeda2 0 1 5 WL 163517, at td&updatethdauthositiestieatlanr oposing
enforcement s to go after cyber criminalé/e want to be able to better prosecute those who are involved in cyber

attacks, those who are involved in &de of cyber weaporike botneta nd spyware. ”) .

275 see, e.gDefending American Security from Kremlin Aggression Act of 2039482 116th Cong.Z019).

276 |g.

27T Therelevant provisionstitled St opping Traf fickildg406n Botnets; Forfeiture.
278|d.

279 4.

280 |q.

2815, 2931 114thCong. (2016).

282 etter from Access Nowt al, to Senate (June 1, 2011 Gttps://mww.eff.orgldocument/coalitioketter-opposing
botnetpreventionact
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have countered that pr opwoesublasu ftfoi cpirednhtilibyi t1 ibnoitt need
legisdsiattieamnr r &fJuirements

Hacking Back

Anot her i gsnalea @ltc,ahdBSmiecd?Pfand | eF'ndsgtamitvion is t1
ofhackidegwhatchke victim of hacking laumehled¢d han in
initia?PPHhakikmeg back hasipaoeploildbetyf¥Cebijecst of gue

that hackimegs klatc hilna 6 u bd?amdl rthatr anl ii antnioocne nt par t i
misattribution oaft tt?8h€k hseorusr chea voef caa uctyitoenre d t hat &
cause prtvateadoetpttemnttilye wadal m of cyber war fare
they hack back against an initial ag®ressor who
Muc h o fentthe crheocl ar s hip on ha@&%kbiuhtgckaak bhaskbhen

283gedJ. S. De p ’ Prosecfiting thesSalé of Botnessipranote255(defending proposal to prohibit botnet

traffickingon groundsthdt pr oposal requires that the government . . . [ me
doubt, that the individual intentionally undertook an act (trafficking in a means of acceskettiashe knew to be

wrongful”) .

2843ee, e.gU.S. DEP’T OF USTICE, BESTPRACTICES FORVICTIM RESP ONSE ANOREPORTING OFCYBER |NCIDENTS23
(2018),https://mww.justce.gov/criminalccips/file/109697 1/download#page=R8scussing hacking bark

2855ee, e.g.Shane HuangProposing A SelfHelp Privilege for Victims of Cyber Attagk82 GEo. WASH. L. REV. 1229,
1233 (2014).

286 see, e.gNicholas SchmidleVigilantes WhoHack BackNEW YORKER(Apr. 30, 2018,
https://mmww.newyorker.com/magazine/2018/05/0 7/thgital-vigilanteswho-hackback

287 See, e.gActive Cyber Defens€ertainty ActH.R. 327Q 116th Cong. (2019).

2885eeBeale,supranotel, at 189 n. 190 (describing hacking back). Relate
defense, ’ ‘back hacking,’” “‘retalildatd90fguohingSekniln g, > or ‘“of fens
Harrington,Cyber Security Active Defense: Playing with Fire or Sound Risk Manage®@Ri@H. J.L.& TECH. 12, 4

(2014)).

289 comparelosephine WolffAttack of the Hack Ba¢BLATE (Oct. 17, 2017,
https://slate.com/technology/2017/10/hackbarkthe-worst-ideain-cybersecurityrisesagain.htm{proclaiming

hacking back i“n tc]yhbee rwodManin Giedfeiay e Reasons fiHacking Backo is
Cybersecurity Chag#/IT TECH Rev. (June 21, 2019
https:mww.technologyreview.com/2019/06/21/134840/cybersecthitgkershackingbackus-congress{describing

hacking back a with&ERRsupraneteé7batld3 (durimaiiZiny debate over hackingback and

collecting articlesrguing in favor ohackingbackandMi ¢ h a e 1 E d m@ld @Grim&s’inWew Bottles:
SanctioningCybercrimg9Ge0. MASONL.REv. 237, 277 (2000) (“In other words, just
West could not reliably count on the local sheriff to protect them, andinstead kept a weapon handy to stymie potential

aggressors, Internet users may need to protect themselves.

290 Josephine Wolffwhen Companies Get Hacked, Should They Be Allowed to Hack Batk®TiC (July 14, 2017)
https:/mww.theatlantic.com/business/archive/2017/07/haekaak active defense/5336795ummarizing concern of
security advocates t ha eashuwehikldformordattacksarfdgreatel chans, pactitularlyéf e r v
victimsincorrectly i@ntify who is attackingthem, or even invent or stage fake attacks from adversaries as an excuse
for hacking back?”).

291 see, e.gBeale,supranotel, at 198 (summarizing view thdtie todifficulty in accurately attributing the source of
acyberat t ack, that “remedial actions risk collateral damage t c

292 5eePATRICK LIN, ETHICS OFHACKING BACK: SX ARGUMENTS FROMARMED CONFLICT TO ZOMBIES 15 (2016),
http://ethics.calpoly.edu/hackingback.gdf* Re gar dl ess of attribution, hacking back
misinterpreted by the receiving nation as a railjtresponse from our state, to serious political and economic

backlash. ”).

293 3ee, e.gCTR. FORCYBER & HOMELAND SEC., GEO. WASH. UNIV., INTO THEGRAY ZONE THE PRIVATE SECTOR AND

ACTIVE DEFENSEAGAINSTCYBER THREATS27 (2016) http://cchs.auburn.edu/_files/itthe-gray-zonepdi “ Fi r s t ,
‘hacking back’” by the private sector to intentionally cause
unauthaized and rightlyp r o h i baceordG@iles;’sypranote289(critiquing hacking back).
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proponents who argue, among othesttabingdh, that
attribution of an attack, . . . raevtiroire voef aannd d e
attaPhtar addi bieem, siutthplmasaskedg back could be parti
“ability to prevebhy domimatet i ©g?Peexi]s taitnt ga cbkost net s

Theebate over hacking ibta cakphpamsa c¢lba riigaecl kyi nagc abdaecnki ci,s
currenthy illelaessgalwhen ¢ on?®Alcttheadu ply fpademdle acudrotr
resolved wheghg¢sot, pebaupgagsisvtes aanuhtalp o @ thtieg i ons o f
CFAA that prehicthi ta sh ¢ Hp0m3gh(iab)i(tSi)on against cert e
computadgonepradhiybit hacking back BY%Att He awitc toinm
legislative ©propos anlg riensturlodd uvaci end t ions atlihifeh plrli6zteh cor
meas.dahdédstive Cybert PDevBeunlsde cCreerattaci nt wo new eXcept
CFAAhat would clarifgryo thibteikti n?BF b kahde, dAewetsi vieotCy b e r
Defense Cowotddmand ®Abhoex@FpAsdngttain attributionall
technologiesc uberd st aiadodnndt,i fwyi t hee pecoposans woul d
creaant eexclusion from CFAA prosecwthieh fiacladei ve
defemsawsédconsisting of acce’$tshien ga’swiatohkopuntt earu tthoo r i
gather information neces scaerry¢ a noh idneut eedr nmaiunteh oart it zrei ¢
activity, or monitor theybehadedbenBuabhchniquéke

2% press Releas&€ongressman Tom Graves, Geay Gottheimer Introduce the Active Cyber Defense Certainty Act
(June 13, 2019nttps://tomgraves.house.gov/news/documentsingle.aspx?DocumentID=401122

295 Beale,supranotel, at 191.

296 5ee, e.gU.S. DEP’ T OFJUSTICE, BESTPRACTICES FORVICTIM RESPONSE supranote284, at 23(cautioning that
“[rlegardless of the victim’s motive” it i sdopsneteownbl e t hat «
or operate” will “violate feder aandforeigncauntrdes, if thesaccedsddy al so t he
computers located br oad. ”) .

The CFAA has a carve out for certain law enforcement activity, which prothidés’ T h ictson does not prohibit

any lawfully authorized investigative, protective, or intelligence activity of a lawenforcement agency of the United

St ates, a State, or a political subdivision «f a Stat e, or
§ 1030(f).

Although beyond the scope of this Repdtrts worth observing that the federal wiretapping statute, 18 U.S.C. § 2511,

contains the following carve out applicable to certain acts of hacking back conducted under color of law:

(i) It shallnot be unlawful under this chapter for a person actingunder color of law to intercept the wire or

electronic communications of a computer trespasser transmitted to, through, or from the protected corputer, if
(I) the owner or operator of the protectedmip ut er aut horizes the interception o
communications on the protected computer;
(I1) the person acting under color of law is lawfully engaged in an investigation;

(1) the person acting under color of law has reasonable groumioslieve that the contents of the computer

s

trespasser s communications wil!l be relevant to the 1nv
(IV) such interception does not acquire communications other thanthose transmitted to or from the computer
trespasser.

18 U.S.C. § 2511(2jX

297E g, U.S. DEP’T OFJUSTICE, BESTPRACTICES FORVICTIM RESPONSESupranote284, at 23; Orin KerrThe Legal
Case AgainsHack-Back: A Response to Stewart Bgl&ePTOECYBERBLOG(Nov. 2,2012),
https://wwmww.steptoecyberblog.com/2012/11/02Ateekbackdebate/Beale supranotel, at 191, CTR. FORCYBER &
HOMELAND SEC., GEO. WASH. UNIV., supranote293; but seeStewartBaker,RATs and Poison Part:IThe Legal Case
for CounterhackingSrEPTOECYBERBLOG (Nov. 2, 2012)https://ww.steptoecyberblog.com/2012/11/02Ahe
hackbackdebate{arguing that hacking back may nm a violation ofthe CFAA).

298 pctive Cyber Defense Certainty Add,R. 3270 116th Cong. (2019).
2091,

300 Id
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